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Abstract
We study recognition ability of humans and line trace programs in order to construct a reverse Turing test based on one-stroke
symbol traces. Our aim is to analyze the difference between humans and computers from the point of view of recognizing
distorted and nicked character images. We carry out experiments to show it is tractable for humans to recognize and trace a one-
stroke character or symbol, but intractable for computer programs.
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1. Introduction
Humans distinguish machines and humans in the Turing test [8], while machines distinguish in the reverse
Turing test. A CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) is one
of reverse Turing tests that distinguish an access by a computer program such as a crawler from an access by
humans using the difference of shape recognition ability between humans and computer programs [1, 2]. Computer 
programs are used to automatically access to network services and acquire a large amount of web mail accounts
aiming at illegal network utilization such as sending spam mails. A CAPTCHA is a web security technique to detect
such illegal accesses to network services. When facing the existing CAPTCHA, a human recognizes a word, maybe
a meaningless sequence of characters, shown on a PC display and responds by typing it through the keyboard. The
character image is usually distorted in some fashion, and computer programs like an OCR cannot recognize the
original characters. Therefore the CAPTCHA is one of the applications of cognitive science to information security.
Note that reCAPTCHA, which digitalizes old printed material by asking users to decipher scanned words from
books [3], is another application of cognitive science to information communication technology. However, it has not 
been completely understood difference of recognition ability of humans and computers. In this paper, we focus on
the technique proposed by Tsuruta, Takaya and Yamamura [7], in which stroke order plays a significant role in 
addition to the character recognition, and analyze the difference of recognition between humans and computers.
Smartphones are convenient and inevitable in the information communication society and the development of 
cloud computing promotes the spread of smartphones. Thus smartphones affect the use of the Internet. Accesses
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from smartphones to the Internet services are rapidly increasing, and many web sites have begun to correspond to 
smartphone users. There are many differences between smartphones and the past computer models from the point of 
view of human-computer interaction. For smartphones, a touchscreen is used to input data, and the display of a 
smartphone is comparatively small. When we use a smartphone and face a CAPTCHA, both the challenge image 
and the virtual keyboard are displayed, and we have to type the word in the challenge image. However, the virtual 
keyboard occupies almost half of the display and so the CAPTCHA image must be small. This forces the length of 
the word shorter and the security level lower. To solve this problem, a new CAPTCHA suitable for smartphones 
using embodied knowledge of humans is proposed by [7]. As other standard authentication protocols, an Internet 
web server sends a CAPTCHA challenge and the user has to respond it in a correct way; the server sends a challenge 
image that includes a character (or a symbol), and then the user is requested to trace the character by a finger tip and 
sends back the data representing a one-stroke sketch as a response to the challenge. The smartphone interprets the 
date inputted as an ordered series of coordinates of the display in which the stroke order is represented by time 
series. The web server receives the ordered series of coordinates and checks whether or not it is appropriate as a data 
inputted by a human using implicitly embodied knowledge. If the data received is determined to be an output of a 
computer program then the access is rejected. Thus the correctness of stroke order is vital in the technique and 
therefore it is plausible to employ a line trace simulator to attack the CAPTCHA. 
2. Characteristics of character images 
We analyze how humans recognize and trace distorted and nicked one-stroke characters. We choose four 
characters from the alphabet that can be written by a single stroke. Then we distort and nick the characters, however, 
we guess humans can recognize these characters with high probability. We then study the difference between 
 recognition ability.  
In our experiment, we choose the characters L , W , s , e can be written by one stroke, as the 
basic image. Then we transform these four characters by rotating and adding several nicks in character image. An 
image is given as a 300 300 pixel bitmap image and we set the color of the character the black (RGB values are all 
0) and background the white (RGB values are all 255). We did not take the effect of colors into consideration in this 
paper although colors may affect recognition ability as well. We show the characteristics of characters in Table 1. 
The basic character images are given in Fig 1, and we name them L00, W00, s00, and e00, respectively, where 00  
means that no transformation is given.  
We employ the so-called Pandemonium architecture as characteristics of shape of characters to analyse our 
experimental results. Selfridge introduced Pandemonium architecture to explain the image constancy phenomena [5, 
6]. Pandemonium architecture is composed of several groups of demons working independently to process the 
visual stimulus. It consists of image, feature, cognitive and decision demons. Each group of demons is assigned to a 
specific stage in recognition. According to the architecture, the alphabetical character is recorded in the retina as an 
image demon and is compared with feature demons, which are representing a specific feature such as vertical lines, 
horizontal lines, oblique lines, angles and so on. Next the cognitive demon closest to a combination of feature 
demons is selected and it calls decision demons. Then it recognizes a specific character. Therefore, an image is first 
perceived in its part before the whole because each feature demon corresponds to image demons. The reader is 
referred to [4] for detailed information. 
Table 1. The characteristics of  
Character L W s e 
Characteristics of shape vertical line, 
horizontal line, 
right angle 
4 oblique lines, 
2 acute angles 
continuous curve horizontal line, 
continuous curve, 
right angle 
Height [pixel] 255 185 190 190 
Width [pixel] 130 255 120 150 
Name L00 W00 s00 e00 
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(a) L00      (b) W00      (c) s00  (d) e00 
Fig. 1. Basic character images 
The feature demons are classified into (1) the vertical line, (2) horizontal line, (3) oblique line, (4) right angle, (5) 
acute angle, (6) continuous curve and (7) discontinuous curve. In our experiment, the character shape is 
corresponding to one of the feature demons. Note that the images L00, W00, s00, and e00 possess all features but 
the discontinuous curve. We also note that the images L00, W00, and e00 have either acute or right angle feature. 
Therefore, s00 is the only image without acute or right angle feature. 
3. Recognition by humans 
3.1. Experimental method 
The basic character images L00, W00, s00, and e00 are transformed into three degree, and we verify whether 
these transformed images are recognizable or not. Human subjects are asked to look at the transformed images 
displayed on a tablet PC and to answer what they saw. Each character is nicked in several places in the image by a 
white straight line. The width of the nick is gradually enlarged and we change the transformation degree of the 
character image. The widths of the nicks are 10, 25, and 50 pixels in this experiment. We say that the transformation 
degree is larger if the width of nick is bigger. 
In addition, the character images are rotated clockwise 20 degree because recognition rate is expected to be 
higher unless such transformation is applied. We consider that the characteristics of vertical and horizontal line are 
not critical in feature demons. The transformed character images are shown in Fig. 2. The two digits following L, W, 
s, and e indicate the width of nick. For example, the width of nick in L25 is 25 pixels. Note that these transformed 
character images do not have the discontinuous curve feature of the Pandemonium architecture. 
 
    
(a) L10 (b) W10 (c)  s10 (d) e10 
    
(e) L25 (f) W25 (g) s25 (h) e25 
    
(i) L50 (j) W50 (k) s50 (l) e50 
 
Fig. 2. Transformed character images 
We show the subjects not only the transformed character images but also several dummy images as placeboes 
because the subjects could forecast the original characters if they see the transformed character images in the order 
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from the smaller transformation degree to the larger. The dummy images are chosen to represent some symbols or 
characters so that the subjects cannot realize the purpose of the experiment. Twelve subjects, ten male 
undergraduates and two female undergraduates, were asked to watch 12 images of transformed character images and 
other 12 dummy images that have nothing to do with the characters L, W, s, and e. See Fig. 3 for the order of 
images shown to the subjects in the experiment. A subject watches No.1 image W50 and then No. 2 and next No 3 
dummy images, and so on. The subject is asked to watch images one by one until the subject watched No24 image.
After watching each image, each subject was asked to answer what he or she saw.
The experiment is carried out as follows.
(1) A subject is asked to watch the 24 images displayed on a tablet PC one by one and to answer what he or she
see. Each image is displayed at most five seconds. If the subject gives no answer, then a next image appears.
(2) After watching an image displayed on the tablet PC, the subject answers a recognized content, that is, what
the subject believes to have seen.
(3) The s recorded in each time. 
No.1 W50 No.2 dummy No.3 dummy No. 4 s50 No.5 e50
No.6 dummy No.7 L50 No.8 dummy No.9 W25 No.10 dummy
No.11dummy No.12 s25 No.13 dummy No.14 e25 No.15 dummy
No.16 L25 No.17 w10 No.18 dummy No.19 dummy No.20 s10
No.21e10 No.22 dummy No.23 L10 No.24 dummy
Fig. 3. Order of images displayed
3.2. Experimental result
We summarize the result in Table 2. It includes the name of images, the number of correct and wrong answers,
and the rate of correct answers. We ignore the answers to the dummy images, that is, No 2, 3, 6, 8, 10, 11, 13, 15, 18,
19, 22, and 24. All subjects answered correctly to the transformed character images with nicks of 10 pixels, that is,
L10, W10, s10 and e10. On the other hand, the rate of correct answers decreases for all transformed character 
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images with nicks of 50 pixels except for L50  has the 3 characteristics of the 
Pandemonium architecture, that is, the vertical line, horizontal line, and right angle (see Table 1). We consider that 
the rate is high for L50 because L50 still remains most of the characteristics of the vertical line, horizontal line, and 
right angle even after inserting nicks. 
Table 2. Experimental result 
Image name L50 L25 L10 W50 W25 W10 s50 s25 s10 e50 e25 e10 
Corresponding Character  L L L W W W s s s e e e 
Number of Correct Answer 12 12 12 0 11 12 4 12 12 8 12 12 
Number of Wrong Answer 0 0 0 12 1 0 8 0 0 4 0 0 
Correct Answer Rate (%) 100  100  100  0  91.7  100  33.3  100  100  66.7  100  100  
 
No subject recognized the image W50 correctly. We consider that this happened since the characteristic of the 
 is completely lost by inserting nicks and therefore conclude that the acute angle is the most 
important in the feature demons for The ratio of recognizing the image s50 is 33.3 percent. In the 
image of s50, the curve disappears, and instead, 6 blocks appear by inserting nicks. Thus, we conclude that the 
characteristic of the continuous curve . In summary, inserting nicks in the character images 
affects feature demons of the Pandemonium architecture, although the influence depends on the characters. We 
investigated only four characters in this experiment and so it is necessary to study in detail how inserting nicks 
affects recognition ability by humans in future work. 
4. Recognition by line trace simulators 
4.1. Line trace simulator 
We now examine the computer  the shape and the order of a one-stroke character. Note 
that we are interested in this study because of applications to the CAPTCHA. A line trace simulator is a computer 
program behaving like a line trace robot and it may be able to trace a one-stroke character on a display. We use a 
free software Line Trace Ver1.1 (downloaded from http://www.yamamoto-works.jp/). To analyze the recognition 
ability, we try to trace transformed character images using the simulator. An image is given as a bitmap image, and 
we set the color of the character the black (RGB values are all 0) and background the white (RGB values are all 
255) as before. The size of the tracer is 20 10 pixel. The tracer follows pixels whose RGB values are all zero. 
There are three virtual sensors in front of the tracer, and it moves straight or rotates itself right or left depending on 
detected data by the sensors. Priority is given to moving straight. It retries to detect black pixels three times when it 
fails to find a black pixel, and it stops unless it detects new black pixels. It can be adjusted the tracer for tracing 
characters in our experiment but our aim is to clarify the primary difference between humans and computers and so 
we did not tune up the simulator.  
4.2. Experimental method 
We use the images in Fig. 1 as basic images. Transformation is similar to the ones in Section 3.1 but no rotation 
is applied. Since a line trace simulator is expected unable to trace a character with nicks if their width is relatively 
large, we made images with nicks of finer width: 1, 3, 4, 10, 25, and 50 pixels, respectively. The line trace simulator 
is executed on total 28 images: the basic images and 6 transformed images for each of 4 characters  , 
and e ee Fig. 4). The two digits following L, W, s, and e indicate the width of nick, and 00 indicates there is no 
nick as in Section 3.  
We specify the position to start tracing for each transformed character before executing line trace simulation 
because the line trace program does not know where it should start. The starting position is fixed for each character. 
stroke order because the simulator has 
multiple choices to go at the standard starting position and it would be bewildered for a line tracer. Line tracing 
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succeeds only when the tracer passes all segments from the starting position to the terminal position in the correct 
order and stops precisely at the terminal position. It fails if the tracer stops on the way before the terminal position
or leaves away from the character segment. We accept only the correct one-stroke order. For example, see Fig. 5 for 
the starting and terminal position of the character the blue rectangle indicates the tracer and it is placed on the 
starting position when tracing begins, the green circle indicates the terminal position where the tracer is expected to
arrive eventually, and the red arrow indicates the correct order along which the tracer should follow. Note that our 
motivation is to analyse the security of the CAPTCHA using one-stroke characters and so it is necessary to complete 
tracing in the correct order in addition to recognizing characters.
L00 L01 L03 L04 L10 L25 L50
W00 W01 W03 W04 W10 W25 W50
s00 s01 s03 s04 s10 s25 s50
e00 e01 e03 e04 e10 e25 e50
Fig. 4. Character images for line trace simulator recognition
                                                    
Fig. 5. Tracing W00
4.3. Experimental result
We summarize the result of the line trace experiment in Table 3 where the obstacles for line tracer is indicated, 
and we illustrate the start position by a red arrow and the position where the tracer stops by a blue rectangle for each
character images in Fig 6. It shows where the tracer stops in the case that it fails to trace. Tracing succeeds only in
the images s00 and s01. On the other hand, tracing fails in all the transformed character images of , , 
Tracer
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and the images s03, s04, s10, s25, and s50. In particular, tracing fails for transformed character images with nicks of 
width larger than or equal to 3 pixels. Therefore we conclude that tracing can succeed only for character images
with nicks of width smaller than 3 pixels.
L00 L01 L03 L04 L10 L25 L50
W00 W01 W03 W04 W10 W25 W50
s00 s01 s03 s04 s10 s25 s50
e00 e01 e03 e04 e10 e25 e50
Fig. 6. Start position and the position when the tracer stops
We now discuss several cases that tracing fails. The tracer stops at the first nick of L10, W01, s10, and e04. In
addition, the tracer cannot turn a right angle at the corner of the characters L and e and stops. Similarly, the tracer
cannot turn on the acute angel of the character W, either. We should remark that we used the simulator with the
default setting. The line trace simulator can be tuned up for tracing characters to fill nicks and turn at right or acute 
angles if we wish.
ed to recognize W50, s50 and 
e50. On the other hand, humans recognized the other images L50, L25, L10, W25, W10, s25, s10, e25 and e10
although one subject failed to recognize W25. Humans were able to recognize all the transformed character images 
tracer failed to recognize all
characteristic is tractable for humans to deal with but intractable for the line tracer. Likewise, humans recognized
line tracer did not in all of them. We
deduce the acute angle characteristic is the most influential feature of the char . If this characteristic is lost,
neither humans nor line tracer can retrieve it. Note that the image W50 lost completely the acute angle characteristic.
We should note that the tracer stops at the point where the character possesses the right or acute angle characteristic
of These characters do not have continuous curve feature and structured only by straight line.
T does not possess either acute or right angle feature. We should note that line tracing succeeded
only in s00 and s01 and it fails in all transformed character images possessing either acute or right angle
characteristic. Thus we conclude that the acute and right angle feature is one of obstacles for line tracers and the
continuous curve feature is tractable for line tracer.
and s10 is third, fourth and first nick, respectively. We do not know why this happened and so study more carefully 
these cases in future work. To start the experiment of the character e , we placed the tracer at the point of the curve
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of lower right of the shape (see Fig. 6). 
fact, the correct stroke order is to start at the junction. We guessed that it is hard for the tracer to recognize the 
correct way to go. Therefore we placed the tracer at the end of the curve where the tracer can find only one way to 
go.  
 
Table 3. Experimental result 
 
image L00 L01 L03 L04 L10 L25 L50 
Trace Success - - - - - - - 
Trace Failure 
       
Obstacle right angle right angle 4th nick 4th nick 1st nick 1st nick 1st nick 
image W00 W01 W03 W04 W10 W25 W50 
Trace Success - - - - - - - 
Trace Failure 
       
Obstacle acute angle 1st nick 1st nick 1st nick 1st nick 1st nick 1st nick 
image s00 s01 s03 s04 s10 s25 s50 
Trace Success 
  
- - - - - 
Trace Failure - - 
     
Obstacle 3rd nick 4th nick 1st nick 1st nick 1st nick 
image e00 e01 e03 e04 e10 e25 e50 
Trace Success - - - - - - - 
Trace Failure 
       
Obstacle right angle  right angle  right angle  1st nick 1st nick 1st nick Lost control 
4.4. Comparison with the existing study 
We compare our experiment with the result by Tsuruta, Takaya and Yamamura [7] where humans and a line 
trace simulator, which is the same as the one we used in this paper, try to respond to a CAPTCHA. To study 
plausibility of attacks using a line trace simulator, the authors experimented how a line trace simulator acts to 
character images given in Fig. 7. A tracer is placed on the starting position in each experiment because it does not 
know where it should start. For their application, humans are required to trace one-stroke character on the 
touchscreen as well. On the other hand, humans only have to recognize the character in our experiment in Section 2.  
Humans succeeded in tracing all of the images of Fig. 7, but line tracing succeeded only in the image 4. The line 
tracer failed to trace the image 1 because it does not know which way to go when it meets the junction while it 
succeeded in the image 4 because it prefers to go straight when it meets the junction even though both characters 
ne tracer prefers to go straight and does not return 
the way and failed. It is intractable for a line tracer to behave like humans. It is a predictable result because the line 
tracer does not have any mechanism to recognize characters or information on stroke order. On the other hand, 
humans seem to recognize characters first and then carry out tracing and succeeded. These experiment shows 
tracing one-stroke characters is not an easy task for a line tracer. In their study, the weakness of line trace simulator 
is found such as image 1 and 2. In addition to their result, we found other weakness of line trace programs as 
recognizer of one-stroke characters. These two studies are based on different experiment but findings are similar. 
 
           
Image 1                   Image 2                 Image 3                  Image 4                   Image 5                   Image 6 
Fig. 7. Experiment images in [7] 
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Table 4. Experimental results in (Tsuruta, Takaya and Yamamura 2013) 
 
Image 1 Image 2 Image 3 Image 4 Image 5 Image 6 
Failure Failure Failure Success Failure Failure 
5. Conclusions 
Inspired by the research on a CAPTCHA based on recognizing one-stroke characters, we study recognition 
ability of humans and computers. In particular, we consider one-stroke characters and its stroke order. We paid 
recognition ability by experiments that humans and a line tracer recognize distorted and nicked character images. In 
our experiments, a one-stroke character is nicked and so it does not seem the original character. Humans can 
recognize such distorted and nicked character images with high probability, on the other hand a line trace program 
cannot. In our experiment we only checked whether a distorted and nicked character is recognized as the original 
character or not. From the point of view of applying to a CAPTCHA, it is left as a future research to study how 
much humans can interpolate the nicks inserted in the character images. It is also a future research whether we can 
tune up a line trace program to recognize and trace one-stroke characters like humans. The research is important for 
security evaluation for the CAPTCHA technology. We also note that we did not deal with color issue in this paper. 
Our study is incomplete in the sense that we investigate only four characters out of 26 alphabet characters. 
The experimental results (Table 2 an Table 3) indicate 
of computers by comparing experimental results and humans use not only pattern matching but also contextual 
recognition ability to trace one-stroke characters. We set up a hypothesis that the significance of the feature demon 
of Pandemonium architecture depends on characters. For example, the acute angle demon is more important than the 
other demons to recognize the character W. It also seems that the acute angle and right angle demons are intractable 
and continuous curve demon is tractable to a line trace simulator. 
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